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Sensor e ~
SoftwareProtectionPlatforn ab|(Fa:81E)
SPP ab|AarSvcGroup
SRUM ablappmodel
EUPﬁrf‘itCh abjAppReadiness

vehos ab|AssignedAccessManagerSvc
SystemRestore ablautoTimeSve

Terminal Server

TileDataModel 2 AMNstSVGroup

ab|BcastDVRUserService
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Protc Leng Inf
MD.. 95 Standard query response @x0@e8 SRV, ¢

467 2023-11-13 16:41:37.. 10,3.221.10
468 2023-11-13 16:41:37.. VMaare_a6:3e:6b Broadcast ARP 6@ Who has 10.3.35.1627 Tell 10.3.21.11:
469 2023-11-13 16:41:37.. fe8@::f39a:9163: fded.. ffO2::2 IC.. 62 Router Solicitation

470 2023-11-13 16:41 .. 18.3.0.59 224.8.0.251 MD.. 85 Standard query @x@@8@ PTR _microsoft
471 2023-11-13 16:41 .. 18.3.15. 208 224.8.0.251 MD.. 280 Standard query response @x@ee@ SRV, c
472 2023-11-13 16:41:37.. [fe8@::cb39:b2bb:12a: .| ffe2::fb MD.. 185 Standard query 8x@eee@ PTR _microsoft_
473 2023-11-13 16:41:37.. fego b:85d3:aade.. Ffe2::1: DH.. 151 Solicit XID: exsd11f8 CID: 80180012z
474 2023-11-13 16:41:37.. fe80::18e3:acle:blsf.. £fe2::fb MD.. 258 Standard query response @x@800 SRV, ¢

475 2623-11-13 16:41:37.. 18.3.81.78 224.0.0.251 MD.. 238 Standard query response @x@eed SRV, c
476 2023-11-13 16:41:37.. 10.3.100.184 224.0.0.251 MD.. 328 Standard query 8x@08@ SRV NAS316@9E._
477 2023-11-13 16:41:37.. 10.3.95.77 224.9.9.251 MD.. 161 Standard query response @x@ee@ SRV, c

478 2023-11-13 16:41:37.. 10.3.81.248 224.0.0.251 MD.. 222 Standard query response @xee@s SRV, ¢ .

Frame 472: 105 bytes on wire (846 bits), 185 bytes captured (848 bits) on interface \Device\NPF_{BCDEA36F-BDF@-43B ~
Ethernet II, Src: Dongguan_@9:38:de (34:29:8f:79:38:de), Dst: IPvémcast_fb (33:33:00:00:00:b)

Internet Protocol Version 6, Src: fe8@::cb39:b2bb:12a:136b, Dst: ffe2::fb

User Datagram Protocol, Src Port: 5353, Dst Port: 5353 .
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ccessData mager 4.3.0. -
B A Data FTK Imager 4.3.0.18 O

File View Mode Help
aascadiBa -B4 0B [Ene .
Evidence Tree

7 JL“::;;] " ~ Name Size Type  Date Modi...
& SBitmap $Bitmap 28,574 Regul.. 2017/9/7 ..

+ SExtend $Boot 8 Regul... 2017/9/7 ...
+1@ $Recycle.Bin Y %130 8 NTFS.. 2023/11/2...

Properties $LogFile 65,536 Regul... 2017/9/7 ...
=M 1,094,... Regul... 2017/9/7 ...
= S $MFTMirr 4 Regul... 2017/9/7 ...
$Secure 1 Regul... 2017/9/7 ...

Properties $TXF_DATA 1 NTFS .. 2023/11/2...
Listed: 39Selected: 1C:\/NOMNAME [NTFS]/[root]/$MFT NUM
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> AR E L EREEY
> BEBSMFTAN - EREBBREARRE  BRBECUTAABKFEEURERR - &
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TETHREMNR
2022/02/11 _[-“F 08:28 422,672 NT AUTHORITY\SYSTEM VMToolsHook.dll
2022/02/11 -4 08:28 301,328 NT AUTHORITY\SYSTEM gobject-2.0.d11
2022/02/11 -4~ 08:28 3,714,232 NT AUTHORITY\SYSTEM libcrypto-3.dl11
2022/02/11 _[-“F 08:28 884,496 NT AUTHORITY\SYSTEM vmtools.dll
2022/02/11 |- 08:28 409,272 NT AUTHORITY\SYSTEM pcre.dll
2022/02/11  [-4~ 08:28 5,301,823 NT AUTHORITY\SYSTEM Updater.res

2022/02/11 [-5~ 08:28 83,980,288 NT AUTHORITY\SYSTEM Updater.dll
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NTFS files

File Name SMFT Description

record #

SMft Master File Table | O Contains one base file record for each file and folder on an NTFS volume.
If the allocation information for a file or folder is too large to fit within a
single record, other file records are allocated as well.

SMftMirr | MFT mirror 1 Guarantees access to the MFT in case of a single-sector failure. It is a
duplicate image of the first four records of the MFT.

SLogFile | Log file 2 Contains information used by NTFS for faster recoverability. The log file is
used by Windows Server 2003 to restore metadata consistency to NTFS
after a system failure. The size of the log file depends on the size of the
volume, but you can increase the size of the log file by using the Chkdsk

5Z command.
NTFS%E *I:I SVolume | Volume 3 Contains information about the volume, such as the volume label and the
2 volume version.
*H Eﬁﬁ ,\\E ﬁ;% SAttrDef | Attribute 4 Lists attribute names, numbers, and descriptions.
definitions
Root file name 5 The root folder.
index

SBitmap | Cluster bitmap 6 Represents the volume by showing free and unused clusters.

SBoot Boot sector 7 Includes the BPB used to mount the volume and additional bootstrap
loader code used if the volume is bootable.

SBadClus | Bad cluster file 8 Contains bad clusters for a volume.

SSecure | Security File 9 Contains unigue security descriptors for all files within a volume.

SUpcase | Upcase table 10 Converts lowercase characters to matching Unicode uppercase
characters.

SExtend | NTFS extension 11 Used for various optional extensions such as quotas, reparse point data,

file and object identifiers.
12-15 Reserved for future use.

source: http://technet.microsoft.com/en-us/library/cc781134(W5.10).aspx

EBREBZEMRR

National Institute of Cyber Security

11



(

NTFS%Z 730 $EE (S) B % # i % 2 5 5
ZJN W /I\ : 2‘ 5 l 3’ National Institute of Cyber Security

o EFfBACEET  SxEEAIESMFTACER
~ZABERNEEERNVFAEN - AINER - NS - KES

Some SMFT entry attributes

ID Attribute Type Description

0x10 |Standard Information  |Includes information such as time stamp and link count.

0x20 |Attribute List Lists the location of all the attribute records that do not fit in the MFT record.
A repeatable attribute for both long and short file names. The long name of the file can be up to

0x30 |File Name 255 Unicode characters. The short name is the MS-DOS-readable, 8.3, case-insensitive name for
the file. Additional names, or hard links, required by POSIX can be included as additional file
name attributes.

0x40 |Object 1D .ﬂu. vnlgme-unique file identifier. Used by the link tracking service. Not all files have object
identifiers.

0x50 |Security Descriptor Shows information about who owns the file and who can access the file.

MFT . 0x60 [Volume Name Used only in the SVolume system file. Contains the volume label.
2 4‘3‘ 0x70 |Volume Information Used only in the SVolume system file. Contains the volume version.
Contains file data. NTFS allows multiple data attributes per file. Each file typically has one

0x80 |Data unnamed data attribute. A file can also have one or more named data attributes, each using a
particular syntax.

0x90 [Index Root Used to implement folders and other indexes.

0xAD |Index Allocation Used to implement folders and other indexes.

0xBO |Bitmap Used to implement folders and other indexes.

Used for directory junction points and volume mount points. They are also used by file system

0xCO |Reparse Point i i o : )
P filter drivers to mark certain files as special to that driver.

Similar to a data stream, but operations on a logged tool stream are logged to the NTFS log file
just like NTFS metadata changes. Used by EFS.

0x100|Logged Tool Stream
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BEBR N (ixt)

FEEE: J RNEXL EH(0)..

Is: C\Users\a2288\Desktop

il 722 Efa (722 fusc4)

BREAN: 400 KB (4,096 117548)

EuaEs 2018%F 12548, T4 02:33:38

B HEs: 2023F1H16H, £ 11:59:15

ZEHE: 2023%F1816H, £F 11:59:15

Bt OesR  OE&En EBD)..

13



(

NTFSZ #4221 (4/5)

o FESMFTH - BMERN S w5 18R HEE RS

—File Name(FN)E{U =50 &k 5 —#H (418) 58 - B8 Hik =,

—AMERE 77 Bl

=z —+-4<

> Creation Time (FEi 1)

= —+-4=

> Last Write Time (FBiE181I)
> Last Access Time ([EEHE117)

=z —+-4c

> Metadata Time (FE3B111)

|i“ﬁ§%ﬁ§ém%ﬁ
]

National Institute of Cyber Security

BETRA

14



NTFS% E( (S B =E% 2 5w
I\\ P I ~ . 5 5 l )% National Institute of Cyber Security
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#5524 File Name Time
—(FHAE O AHIES/APIE Z {Z4Standard Information Time

— #5124 File Name Time Z /R A &2 B 0] FHAPI - {ZciFile Name Time 2 API
AMEBERABHAPI - FREE S WM ENAYPatch Guard#HliE b
> & #Z 8 Patch GuardiV R + FR oI EEZESIWindows Kernel - #EIFFES
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SATEAERE (1 /9) liSY BERREETES

o EK%%%%Z%TJ?EJJ/\M@EﬁZFile Name Time
—F M REE T BEEEREPsMFTEIT DA - 22438302212 T fYStandard

Information TimeZFile Name TimezE—ﬁ 1Y
> 2 T BB REARENEGE - B ER IHAE Za0FNES B AIS1ES B A8 E]
>TEEREN A=  BBZATE B FNERBFSIFEEAER - Bl BEIIEE

\N/7

SIp= fF FN e /&

ParentE - FileName | ~ IsDirec ~ |[HasAds ~ [IsAds | ~ |SI<FN| - |uSecZe ~ | Copied| ~ |SiFlags ~ NameT ~ CreatedOx10  ~ Created0x30 |~
IEYELTe] \Program Updater.res FALSE FALSE FALSE | FALSE | FALSE FALSE Archive DosWindd 2022525 11H
EPEYd \Program 20221216074 FALSE FALSE FALSE FALSE FALSE FALSE Archive Windows 2022412H15H
IEREIE] \Users\AcServerList.xn FALSE FALSE FALSE TRUE FALSE FALSE Archive Windows 20205E5H261H | 20225512 H 26 H
IEREIe] \Users\ch SiteSecurityS FALSE  FALSE  FALSE FALSE FALSE FALSE Archive Windows 2022412H25H
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AN -55—2'7 ChEREER2HRE
/J E\- E HE (2/9) || ! tiiofsﬂ%tif%be}jszguity

e KM EDTTZEE I HERE - EIM8IR5ZZE T Standard
Information@® I Metadata Time R i IFfERIE A B
_ZEIA12/14~12/26FE A - 8{ERFE P 1EHEMetadata TimeF 5 LA ER

K?’ F-“ ? ;5
1‘1%'_7‘531‘??

FN FileN ~|SI CTime  [+!SI ATime  [~|SI MTi ~'SI RTime  [*|FN CTime | ~|FN ATime [~ |FN MTime |- FN RTime

b4

INEEPRY Updater.res  2022/2/11 0:28  2022/2/11 0:28) 20221214 23:41 ) 2022/2/11 0:28  2022/2/11 0:28  2022/2/11 0:28  2022/2/110:28  2022/2/11 (0:28
IREEPIY 201D14~1.P. 2022/12/15 23:41 2022/12/15 23:41  2022/12/15 23:41 2022/12/15 23:41  2022/12/1523:41  2022/12/15 23:41  2022/12/15 23:41  2022/12/15 23:41
IREEVYS SERVER~L. 20205726 18:15  2022/12/26 3:32  2022/12/26 3:32  2022/12/26 332 2022/12/26 3:32  2022/12/26 3:32  2022/12/26 3:32  2022/12/26 3:32
JREER SITESE~1.T 2022/12/2522:16  2022/12/25 22:16  2022/12/25 22:16  2022/12/2522:16  2022/12/25 22:16  2022/12/25 22:16  2022/12/25 22:16  2022/12/25 22:16
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cat.exe

FEFRER (exe)

cat.exe

C:\

128 KB (131,072 fir704E)

128 KB (131,072 fir704E)

202315 18H, T4 12:12:15
B2 HEE:  2009E289H, T4 06:42:02
FEIHEE:  2023F1818H, T4 12:12:15

Eit: [ E#=w EFED)..
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%% HStandard Information Z 31 fsF [&]

B | catexe - A&

—R A | el | SRR | AR

caLexe

EEsE FEFER (exe)

o cat.exe

fre: CA\

pAvA NS 128 KB (131,072 fir7T4E)
BIEESUN: 128 KB (131,072 AT 7T4E)

T HES: 200082128518, B4 12:00:00
BIrHEE 2001128315, E4 12:00:00
[FEEHEE:  2002&125331H, B4 12:00:00
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TEZHFMFTRAS - %3IR{E8Standard Information(SI)

FN FileNan

SI CTime

ST _ATime ST MTime

112651 [Fi¥aE

2000/12/30 16:00

2001/12/30 16:00]  2023/1/18 4:13

112652 [eaB2URR Iy
112653 RN

ERPRT PO1482~1.1

2023/1/18 5:
2023/1/18 5:09
2023/1/18 4:12

2023/1/18 5:11
2023/1/18 5:11
23/1/18 4:12

2023/1/18 5:11
2023/1/18 5:11
2023/1/18 4:1

m
b

SIpF [ <

SI RTime

FN CTime

FN ATime

FN_MTime

FN RTime

20)8/1/18 5:09
023/1/18 5:09
2023/1/18 4:12

12023/1/18 4:12

2023/1/18 4:12

2023/1/18 4:12

2023/1/18 4:12}

2023/1/18 5:09
2023/1/18 5:09
2023/1/18 4:12

2023/1/18 5:09 T

2023/1/18 5:09
2023/1/18 4:12

2023/1/18 5:09
2023/1/18 5:09
2023/1/18 4:12

2023/1/18 5:09
2023/1/18 5:09
2023/1/18 4:12
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Windows: Time Rules
$STANDARD_INFORMATION

File i File File File _Local Volume Volume File
Creation Modification Rename Copy File Move Flle Move File Move Deletion

modified - . modified - . i modified
me of Data I:Iﬂ: ?.'rrfrd ; Inherited I:Iﬂ: ?.'rrfrd ; Inherited Inherited
Modification chang chang from original from original

Modified -

No change No change

Modified - ‘
Access
Time of
Cut/Paste

Access -

Access — Access - Acce
No Change

No change No change No change

Metadata Metadata - Metadata Metadata - Metadata -
Time of Time of of Local Inherited Inherited
File Copy Move from Original from Original

Metadata —
No change

Metadata —
No Change
Creation - ati ‘ Creati ‘ = on - e - Creation -

No change Nn change No change ol NO Change

File creation from Original

$_FILENAIE

File File File File File _Local Volume Volume File
Creation Access Modification Rename Copy File Move File Move File Move Deletion

Modified - Modified -
Time of Move Time of
viacu Cut/Paste

Modified - Modified - Modified - i Modified -
No change NO Change No change No change

Modified -
No change

Access
Time of
File Creation

Access - Access -
Time of Move Time of
viacu Cut/Paste

Acce Acce Acce Access —
No change No change No change No change

Acces
No Change

Metadata — Metadata —
Time of Move Time of
viacu cut/Paste

Metadata -
No change

Metadata - Metadata - Metadata - Metadata -
No change No change No Change No Change

creation - creation -
Time of Move Time of
viacu cut/Paste

Creation -

Creation - Creation - Creation - Creation -
cl No change

No change No change
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522 F A EERE(7/9) Sy mxmmz2n

o IHEBITIERE S - Standard InformationfIMetadata Time= % Y,

-EARREA/ERREBNTE - ZERIZFTARYFile Namel5 B9 s H ¥ FERY

Standard Informationf5[&]

: : S U
FN_FileNan{SI_CTime SI_ATime SI_MTime SI_RTime FN_CTime FN_ATime FN_MTime FN_RTime

112651 [FIRS 1 2000/12/30 16:00 2001/12/30 16:00 2023/1/18 4:13 2002!]2/3016:OO| 2023/1/18 4:12 2023/1/18 4:12 2023/1/18 4:12 2023/1/18 4:12
MLV 519203, tmp 2023/1/18 5:09 2023/1/18 5:11 2Q3/1/18 5:11 2023/1/18 5:09 2023/1/18 5:09 2023/1/18 5:09 2023/1/18 5:09 2023/1/18 5:09
e z*z = )
SN GRS

FN_FileNan|SI_CTime ST ATime SI MTime ST RTime FN CTime FN_ATim FN_MTime FN_RTime
IRPLRNE catNew.exe | 2000/12/30 16:00 2001/12/30 16:00)  2023/1/18 5:4]' 2002/12/30 16:00{ 2000/12/30 16:00 2001/12/30 16:00  2023/1/18 4:13  2002/12/30 16:00)
112652 MNINN 2019/5/30 6:51  2019/5/30 6:51 20231!18 5:38  2019/5/30 6:51  2023/1/18 5:37  2023/1/18 5:37  2023/1/18 5:37  2023/1/18 5:37

112653

SI Metadata Time ¢ { #7p* &
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1518 28 88 R ol 1% &
BE(Z g ZESIFYmetadata time + LIZEPTESIFIENE B 2 ZEEER
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File
Creation

Modified -
Time of File
Creation

Access -
Time of
File Creation

Metadata -
Time of
File Creation

Creation -
Time of
File Creation

Windowse

File
Access

Modified -
No Change

Access -
No Change

Metadata -
No Change

Creation -
No Change

File
Modification

Modified -
No Change

Access -
No Change

Metadata -
No Change

Creation -
No Change

File
Rename

Modified -
No Change

Access -
No Change

Metadata -
No Change

Creation -
No Change

Time Rules
$FILENAME

File
Copy

Modified -
Time of
File Copy

Access -
Time of
File Copy

Metadata -
Time of
File Copy

Creation -
Time of
File Copy

Local
File Move

Modified -
No Change

Access -
No Change

Metadata -
No Change

Creation -
No Change

Volume
File Move

(move via CLI)

Modified -
Time of Move
via CLI

Volume
File Move
(cut/paste
via Explorer)

Modified -
Time of
Cut/Paste

Access -
Time of Move
via CLI

Access -
Time of
Cut/Paste

Metad

Motad

Time of Move
via CLI

Creation -
Time of Move
via CLI

Time of
Cut/Paste

Creation -
Time of
Cut/Paste

File
Deletion

Modified -
No Change

Access -
No Change

Metadata -
No Change

Creation -
No Change

oY
L
(L
P

" ol

2023 HSANSE R
Windows Time Rules

SFILE_NAME Win11 v22H2 =

File
Creation

Modified -
Time of File
Creation

File Creation

Metadata -
Time of
le Cre

C io
Time of

le Creation

File
Access

Modified -
No Change

Access -
No Change

Metadata -
No Change

Creation -
No Change

File
Modification

Modified -
No Change

Access -
No Change

Metadata -
No Change

Creation -
No Change

File
Rename

Access Time

Local
File Move

(new file)

Modified -
Time of

Access -
Time of

File Copy Access Time

Metadata -

Creation -
No Change

Metadata - -

REBREWMRER
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Volume
File Move

(move via CLI)

Modified -
Time of Move
via CLI

Volume

Modified -
Time of
Cut/Paste

Access -
Time of Move
via CLI

Access -
Time of
Cut/Paste

Prev. $SI
Metadata Tim:

Creation -
No Change

Time of Move
via CLI

Time of
Cut/Paste

Creation -
Time of Move
via CLI

Creation -
Time of
Cut/Paste

File
Deletion

(shift+delete)

Modified -
No Change

Access -
No Change

Metadata -
No Change

Creation -
No Change
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Offset  FileName USN
ePFEYRe] )x01E746 cat.exe 3.89E+08
SPIEYIN )x01E 747 catNew.exe 3.89E+08
SYFEYAR )x01E 747 catNew.exe 3.89E+08

SPEYP4 0x01E747 [tk _0823db7e-4¢ 3.89E+08

Timestamp
2023/1/18 13:4]
2023/1/18 13:4]
2023/1/18 13:41]
2023/1/18 13:4]

Reason MFTRele:
RENAME OLD NAME 112649
RENAME _NEW_NAME 112649
CLOSE+RENAME NEW NAME 112649

CLOSE+FILE_DELETE 67350

EBREBZEMRR

National Institute of Cyber Security

=+
Ao

ERYAC E%

27



=1N | —— Q) BREER2HER
N / \ ) I\I 2/2 || ¥ National Institute of Cyber Security

o HMNTFSIERBINBEBFZHmacit - oI UABREREMH

— N

VEREEE AR T

~ D ITNTFSHIsExtend\sLogFile H 55 - o] LIX17B1E ZHIFN timelZ LRI 1E Z A0 %
—BEZHWAHNRAEZS - BRERRFEVNG  ZRESEBEEFAKR

T

S |© RedoOperation If FileName If CurrentAttribute If FN_CTime  If FN_ATime  If FN_MTime If FN_RTime
PIVAIE Delete Attribute cat.exe S$FTLE_NAME 2003/1/18 4:12  2023/1/18 412 2023/1/18 4:12  2023/1/18 4:12
207617 (@I catNew.exe SFILE_NAME 2000/12/30 16:00 2001/12/30 16:00  2023/1/18 4:13  2002/12/30 16:00

IFEIR] AddIndexEntryAllocation catNew.exe $SINDEX_ALLOCATION:$I30
RIVLNRE] SctNew AttributeSizes 77
A¥I8] UpdateNonResidentValue cat.exe SDATA:S]
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