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Practical Incident Response & Threat 
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Talking Points  

Share observations & reflections of IR community :  

1. Incident Response in Practice  

2. Cyber Threat Intelligence & Incident Response  

3. Issues and Challenges  

• Consumer vs Contributor  

• Maturity  

• Actionability  

4. Realities on cooperation and sharing  
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The Big Picture  

NIST Cybersecurity Framework 1.1  
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Incident Response in Practice  

• Planning to deal with security 

incidents  

• Understanding Threats and Risks 

• Increase resilience  

• Goldmine for insights (intelligence) 

from lessons learned (post-incident)  

 
insights/intel 

insights/intel 
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Cyber Threat Intelligence (CTI) 

• Detection & Prevention  

• Usefulness of intelligence and  

• Difficulties of obtaining them  

• The higher you get the more 

resources adversaries have to 

expend  

• Amount of work to extract 

Indicators of Compromise (IOCs)  

• TTPs = Tactics, Techniques and 

Procedures  
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Detecting or Preventing  

Ransomware.exe  

Research 

Analysis  

1. IP address  

2. Domain 

Names (C&C) 

3. File name  

4. File Hash 

5. Email Sample  

6. etc 

1. Anti Virus  

2. IDS 

3. Yara 

4. Firewall 

5. Proxy 

6. EDR 

7. Reports 

8. Threat Hunting 
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Not So Straight Forward 
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Wannacry  

Reference: https://securelist.com/wannacry-faq-what-you-need-to-know-today/78411/ 

• Ransomware attack in May 2017 

• Uses EternalBlue exploit leaked in April 

• Targets Windows SMB, spread over the 

internet (worm)  

• Domains:  
iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea[.]com 

ifferfsodp9ifjaposdfjhgosurijfaewrwergwea[.]com 

• Kill switch:  

o Tries to connect to a website 

(domain hardcoded) 

o If connection works, exit 

o Else, encrypt   

• Lessons Learned 

o Not just blocking 

o Quality of sharing / IOCs  

o Timeliness  

o Evolving Attack  
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Investigation (2014) – Android Botnet  

Android.apk 

(found in MY) 

C & C in TW 

• Malware on Dropbox 

• 3 Months Investigation (CERT & LEA & 

ISP) 

• 44,506 IP addresses (bots) infected 

machine  

• 4,324,440 NTD amount stolen from users 

in MY  

• Attacker operating from IP outside of TW  

• Personal information (phone book) & 

Phones compromised  

• What’s next?  

• Lessons Learned  

o Share even the small data 

o Build trust before incident  

o Be practical in sharing but careful   

o Dilemma take down or investigate 

o Cross country – investigation & 

remediation  
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Collaboration?  

Ref: https://www.itnews.com.au/news/cba-tells-government-to-declassify-cyber-intelligence-faster-534549 



11 



12 

State of the Collaboration  
Positives 

• Frameworks 
– STIX & TAXII  

– ATT&CK  

• Tool 
– MISP by Circl.lu 

– Lots of development  

• Expectations  
– Traffic Light Protocol (TLP)  

– Norms  

• ISACs, Sector Based Sharing  
– FS-ISAC 

• Share early  
– Validation by community   

 

 

 
 

Could be Better  

• Not ready to consume  
– Lack of process, automation, resources  

• Consume only 
– Not ready to share  

– Stigma: “Should only share validated information” 

• Creates gaps in quality  
– sector, regional, big picture 

• Trust  
– Sharing with advsersary or friend?  

– Exclusive club  

• Lessons learned 
– All information is useful  

– MISP-Warninglist (false positives)  

– Sinkholes  
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Legal & Political Challenges  
• Security & Geo-politics  

• Sanctions  
– Political Tool 

• Realities  
– Security incident happens globally  

– An incident may start in one location, spread out (by accident or by design)  

– Daily affair for security community but somewhat invisible to many  

– Vulnerability exploited in a sanctioned economy maybe repurposed against 
another 

• Implication 
– Illegal to collaborate / contact  

– Timeliness  

– Information Gathering /Quality of Data  

– Preventing / Mitigating attacks  

• Example 
– Stuxnet (2010) 

– Discussion at the recent IGF in Berlin (Cybersecurity BPF & Session on Norms)  
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Conclusion  
• Threat Intelligence  

– Enhance your IR plan/practice  

– Consume and contribute  

– Allocate resources, enhance process 

•  Learn More 
– MISP Summit  

– FIRST Cyber Threat Intel Summit  

– SANS CTI Summit  

• Technical community – reach out & share 
feedback with other stakeholders (i.e. policy 
makers)  

• Get involved  
– Security Track @ APRICOT & APNIC Conferences  

– Community Honeynet Project  
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Let’s Connect! 

 Adli Wahid  

o Email: adli@apnic.net 

o LinkedIn: Adli Wahid  

o Twitter: @adliwahid  

 

 


